Privacy Statement

This Policy applies only to the Success Factors Mobile App of SAP (China) Co., Ltd., (“SAP”).
Last updated on: November, 2018

This Policy will help you understand the following:

1. How we collect and use your personal information.

2. How we use cookies and similar technologies.

3. How do we share, transfer the control of or disclose publicly your

personal information.

4. How do we protect your personal information.

5. Your rights.

6. How do we process personal information of children.

7. How is your personal information transferred worldwide.

8. How is this Policy updated.

9. How you may contact us.
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I. How We Collect And Use Your Personal Information

Protecting the individual's privacy on the Internet is crucial to the future of Internet-based business
and the move toward a true Internet economy. We have created this Privacy Statement to
demonstrate our firm commitment to the individual’s right to data protection and privacy. This
Privacy Statement outlines how we handle information that can be used to directly or indirectly

identify an individual ("Personal Data")

Please note that SAP provides this mobile application so that our customer’s users may access the
SuccessFactors instance from their mobile phones. In these cases, our customer is the controller

for many of the basic business functions, such as your registration data and profile information.

In addition to those business functions controlled by our customers, SAP will collect and use your

personal data just for the following business purposes stated in this Policy:

(1) Track Usage Analytics SAP collects the following information to track usage for

analytics. Analytics help us understand how our product is used and make improvements.
To track this information we collect:

a. Device model & type (e.g. iPhone, iPad, Android phone)
b. OS version

c. Country

e

Time of access

e. Company



An ID that allows us to determine uniqueness but not to identify the user

Time of access

= a =~

Feature accessed
i. Action taken

Your provision of the above information means you authorize us to use them continuously
throughout your use of this service. By agreeing to this Privacy Statement, you consent that the

above information may be stored and processed outside of the People’s Republic of China.

We do not associate any other personal information with the above categories. Consequently, we
may not be able to delete your information on your request unless you can provide us the

information in the above list that allows us to positively and conclusively identify you.

When we use the information for the purposes not covered by this Policy or our contracts with
business entities responsible for your data, we will seek your consent in advance. When we use
the information collected for certain purpose to serve other purposes, we will seek your consent in

advance.
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I1. How Do We Use Cookies and Similar Technologies
(1) Cookie

To ensure normal operation of website, we will store a small data file named Cookie on your
computer or mobile device. Cookie usually contains an identifier, website name and some numbers
and characters. By using cookies, the website can store your data such as preferences. We will not
use cookies for other purposes than those stated in this Policy. You may, based on your
preferences, manage or delete the cookie. Refer to AboutCookies.org for more information. You
may remove all the cookies stored on your device, and most of web browsers have a feature to
block the cookie. If you do so, however, your need to change the user setting whenever you log on

to our website.



(2) Do Not Track

Many network browsers have a Do Not Track feature, which may send a Do Not Track request to
websites. We currently do not honor Do Not Track, but you can set your browser to refuse cookies.

Please note that this may impair the functioning of the application in web view.
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I11. How Do We Share, Transfer The Control Of Or Disclose Publicly Your
Personal Information
(1) Sharing

We will not share your personal information with any company, organization or individual



beyond SAP, except for the following cases:

1. We may, in accordance with any applicable law and regulation or mandatory
requirements of a competent authority, share your personal information with external
organizations.

2. Suppliers, service providers and other partners. We send information to worldwide
suppliers, service providers and other partners supporting our business, and the support includes
providing technical and infrastructure services, analyzing the use pattern of our services,
measuring the effectiveness of services, and providing customer services.

We will enter into a strict non-disclosure agreement or data processing agreement with companies,
organizations and individuals with which we share personal information, requiring them to process
personal information in accordance with our instructions, this Privacy Policy and any other

relevant non-disclosure and security measures.

3. We hereby declare that this service is using a tracking pixel, agent or any other visitor
identification technology that collects, uses, shares and stores data about your usage of this service
with Flurry Analytics. Flurry’s Privacy Policy is available at https://privacy.oath.com. You can
learn more about your advertising choices by visiting:
http://www.networkadvertising.org/managing/opt_out.asp or

https://policies.oath.com/us/en/oath/privacy/dashboard /

Your usage of this service with Flurry Analytics means that you agree to give your consents to use

Flurry Analytics in this service.
(2) Transfer Of Control

We will not transfer the control of your personal information to any company, organization or

individual, except where:

1.The transfer of control has had your explicit consent: After obtaining your explicit consent, we

will transfer the control of your personal information to other parties.


https://privacy.oath.com/
http://www.networkadvertising.org/managing/opt_out.asp
https://policies.oath.com/us/en/oath/privacy/dashboard%20/

2. In a merger or acquisition case or bankruptcy liquidation, involving the transfer of personal
information, we will require new company or organization holding your personal information to
observe this Privacy Policy, otherwise we will require such company or organization to seek your

consent again.

(3) Public Disclosure

Only in the following cases, we will disclose your personal information publicly:
1. Having obtained your explicit consent.

2. Law-based disclosure: As required by applicable law, legal process, legal suits or in accordance
with mandatory requirements of a competent authority, we may disclose your personal information

publicly.
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V. How We Protect Your Personal Information

(1) We have employed security measures complying with industry standards to protect personal
information you provide, to prevent the data from unauthorized access, public disclosure, use,
modifications, damage or loss. We will adopt reasonable and feasible measure to protect your
personal information. For example, we use a trusted protection mechanism to protect data from
attacks and we deploy an access control mechanism to ensure only authorized persons can access

personal information.


https://policies.oath.com/us/en/oath/privacy/dashboard%20/

(2) We may adopt reasonable and feasible measures to ensure irrelevant personal information is
not collected. We only keep your personal information within the period required for fulfilling the

purposes stated in this Policy, unless an extension is required or permitted by applicable law.

(3) The Internet is not an absolutely safe environment, and also, emails, instant messaging and the
communications with other SAP users are not encrypted, so we strongly recommend not using

such methods to send personal information.
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V. Your Rights

In accordance with China’s laws, regulations and standards, and widely accepted practices in other

countries and regions, you are guaranteed certain rights to your personal information.

Most of the personal information in the SuccessFactors’s mobile application is controlled by SAP’s
Customer (e.g., your employer). With respect to the personal information that we collect under
this Privacy Statement, you may contact SAP SuccessFactors at www.successfactors.com for any
questions or concerns regarding your data. To the extent we have retained such information with

an identifier that can be connected to you, you have the following rights.

(1) Accessing Your Personal Information



You have the right to access your personal information, except the exceptions specified in law and
regulations. If you hope to exercise the right to access data, you may contact us at

www.successfactors.com. We will respond to your access request within 30 days.

Other personal information generated during your use of our products or services will be offered
to you if it does not require our high investment. If you hope to access the data, please contact us

at www.successfactors.com.
(2) Correcting Your Personal Information

When you discover errors in your personal information we have processed, you have the right to
require us to make correction. You may request a correction by contacting us at

www.successfactors.com. We will respond to your correction request within 30 days.

(3) Deleting Your Personal Information

In the following cases, you may send a request to us to delete personal information:

1. If our behavior in processing personal information violates laws or regulations;

2. If we collect and use your personal information, without obtaining your consent;

3. If our behavior in processing personal information violates the agreement reached with you;
4. If you desist from the use of our products or services, or you cancel the account;

5. If we desist from providing products or services to you.

If we decide to respond to your deletion request, we will also inform the entities which obtains
your personal information from us to delete the information without delay, unless otherwise

specified in laws and regulations, or these entities have obtained your separate authorization.

When you delete information from our services, we may not immediately delete such information

from the backup system,but will delete it when the backup is updated.
(4) Responding To Your Above Requests

To ensure security, you may need to submit a written request, or prove your identity in other ways.
We may first require you to have your identity verified before processing your request. We will

reply within 30 days. If you have any concerns, you may contact us at www.successfactors.com



For any of your reasonable requests, we will not charge fees in principle, but if same requests are
frequent and exceed the reasonable extent, certain fees will be charged per the cost at our own
discretion. Those requests that are repeated without good reasons, require too many technical
measures (e.g. a new system is needed or current practice will be changed fundamentally), put
others’ legitimate rights and interests at risk or are very impractical (e.g. require a backup of

information stored in the tape) may be rejected.

In any of the following cases, we cannot respond to your request in accordance with applicable

law and regulations:

1. Directly related to national security and national defense security;

2. Directly related to public security, public health, and major public interests;

3. Directly related to criminal investigation, prosecution, trial, and enforcement of judgments;

4. There is sufficient evidence indicating that you have subjective malicious intentions or abuse

your rights;

5. Responding to your request will cause serious damage to the legitimate rights and interests of

you or other individual or organization.

6. Involving trade secrets.
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V1. How We Process Personal Information of Children

Our products, website and services are for adults. Despite different definition of children in local
law and customs, we consider anyone less than the full age of 14 a child. If we discover we have
collected personal information of children without prior verifiable consent of their parents, we will

find ways to delete such data as soon as possible.
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VII. How is Your Personal Information Transferred Worldwide

As we provide products or services via worldwide resources and servers, your personal
information, with your authorization/consent, may be transferred to the jurisdictions beyond the

country/region where you use products or services, or may be accessed from these jurisdictions.



Such jurisdictions may have different data protection laws, or have no such law. In such case, we
will ensure your personal information will have sufficiently equal protection as in the People’s
Republic of China. For example, we may seek your consent or take security measures such as de-
identification of data before launching a cross-border transfer of your personal information,
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VII1. How Is This Policy Updated

Our Privacy Policy may be updated. Without your explicit consent, we will not diminish the rights

you are entitled to under this Privacy Policy. We will post any changes to this Policy on this page.

For major changes, we will also provide a more eye-catching notice (including we will email a

notice for some services, detailing specific changes to the Privacy Policy).
Major changes as referred to in this Policy include but not limited to:

1. Major changes to our service model, e.g. the purpose of processing personal information, types

of personal information processed, and use method of personal information, etc.

2. Major changes to our ownership structure and organizational structure, e.g. a change of

shareholders due to adjustment of business, bankruptcy and merger & acquisition.
3. A change to main targets of sharing, transfer or public disclosure of personal information.
4. Major changes to your right to processing of personal information and the method of exercise.

5. A change to our department in charge of personal information security, its contact information

and complaint channel.



6. A personal information security impact assessment report shows high risks.

We will also file the old versions of this Policy for your review.
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IX. How Do You Contact Us

If you have any question, comment or suggestion on this Policy, please contact us by

www.successfactors.com.

Generally, we will reply within 30 days.
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